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Abstract -The emerging technologies of the Internet of 

Things (IoTs) have started a new chapter for healthcare. IoT 

technologies have transformed the way healthcare delivering 

care to patients. As the network-enabled IoT devices are 

integrated with healthcare network infrastructure, IoT 

security is a major concern for medical institutes. This study 

proposes a machine learning based detection model to 

identify malicious behaviors in such IoT network 

environments. The proposed two-phase LSTM detection 

method first identifies the network protocol of the traffic 

and then detects IoT anomalies. As most data is imbalanced 

with a small portion of malicious traffic, the study 

demonstrates the impact of imbalanced data in model 

training and suggests an effective approach to handle such a 

situation. The experimental results show that the proposed 

two-phase LSTM classification model outperforms one-

phase one and other classification models. 

 

Keywords - Internet of things, machine learning, anomaly 

detection. 
 

1. INTRODUCTION 
 

he advances in information technology have 

witnessed great progress on healthcare technologies in 

various domains nowadays. The internet-based IoT is 
a technology that communicates and interacts with the 

real world with the assistance of networks. A wide range 

of applications offered by IoT, including smart homes, 

smart transportation, and intelligent healthcare. In recent 

years, the market for IoT in healthcare has increased. 

Healthcare institutes have employed lots of medical-based 

IoT (aka IoMT) in cyber physical systems (CPS), where 

the connected IoMT devices include blood glucose 

monitors, pulse oximeters, asthma inhalers, and other 

wearables. By using biometrics information and measure 

collected by sensors, IoT healthcare applications can track 

patients, specimens, supplies and improve service quality 
and work efficiency. 
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With the convenience and advantages of the emerging 

technologies, the security risks must be considered in the 

healthcare sector for its high security requirements and 

HIPAA compliance. Unlawful acquisition of patient data 

has been transmitted through medical IoT devices. A 

survey study [1] indicated that 82% of healthcare 

organizations’ IoT devices have been targeted by 
cyberattacks and most resulted in downtime, 

compromised data, and end-user safety. On average, the 

loss of an IoT-focused cyberattack to healthcare is higher 

than the overall average of all the industries. IoMT 

security incidents have jumped since 2019 [2], because of 

the increasing number of IoMTs deployed in healthcare 

organizations and the vulnerabilities in these smart 

devices. 

 

Cybercrime is a business where adversaries have a 

financial advantage. Attacks on IoMT devices can cause 

significant physical harm and life-threatening damage to 
the patients. Hence, IoMT devices and healthcare 

infrastructure have become a primary attack target based 

on their importance to safety and security. Among the 

cyberattacks, ransomware is one of the lethal threats for 

all sectors. Unfortunately, ransomware attacks were on 

the rise, and healthcare organizations were the hardest hit 

[3]. Facing the COVID crisis, they are the most desperate 

and willing to pay.  

 

The attacks are expected to increase in number and 

sophistication. Therefore, Security issues in IoTs should 
be a top concern for administrators in healthcare because 

any malfunction could endanger patient’s safety and 

privacy. A strong defense strategy is crucial to ensure the 

benefits of IoTcan be realized in the healthcare sector.  

 

For concerning effective cybersecurity, the National 

Institute of Standards and Technology (NIST) newly 

published a series of IoT cybersecurity guidelines and 

recommendations [4] for the users and manufacturers. 

Furthermore, those publications help address challenges 

raised in the recently signed IoT Cybersecurity 

Improvement Act of 2020 and begin to provide the 
guidance that law mandates. As adversaries have spotted 

T 
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vulnerable IoT, the healthcare sector needs to be more 

proactive. 

 

Healthcare organizations rely heavily on the connected 

devices to ensure seamless patient care, but many of those 
devices operate on outdated systems that leave these 

vulnerable endpoints open to attackers [5]. A large 

amount of data collected from IoT devices in modern 

healthcare network environments. The network 

architecture [6] can be described as a layered network as 

illustrated in Figure 1, where the lowest, data collection 

layer collects biomedical data and monitoring information 

from the IoT devices and stores to the healthcare database 

systems, the data management layer analyzes and 

processes the collected data for the usage of the highest, 

application service layer. models are believed to be non-
trivial task and thus may undermine the security gain 

provided by the solution. The lack of detailed technical 

information about the solution and about the span of its 

adoption by final cloud users make the final statement 

very difficult. 

 

 
 

Figure 1. An illustration of a network architecture of IoTs 

in healthcare. 
 

The IoT devices are deployed in and connect to the 

internal network without security protection. They play a 

significant role in the infrastructure to ensure each 

fundamental element is secure and co-work with others. 

However, most IoT devices have not facilitated with the 

security functionality, but now they become IP-enabled 

endpoints of the healthcare network infrastructure. 

Despite their numerous benefits, these devices open up 

newer attack surfaces thereby introducing a multitude of 

security and privacy concerns for the healthcare sector. 
 

The traditional security solutions are not adequate for 

detecting IoT attacks efficiently due to the distinct 

features of IoT devices [7]. Therefore, it is very 

challenging to design a security mechanism for IoT 

devices. Current research mostly focused on 

implementing authentication and encryption based 

solutions for wearable medical devices [8]. Furthermore, 

different IoT devices may adopt different communication 

protocols, such as Ethernet, TCP/IP, Modbus, EtherCAT, 

EtherNet/IP, which adds the complication of attack 

detection. Identifying anomalous behaviors in the 
aforementioned heterogeneous network environments is 

critical for defense against cyberattacks in the healthcare 

sector, and an intrusion detection system is an effective 

defense mechanism against cyberattacks. 

 

Based on our literature review, most past research focused 

on a single protocol and rarely discussed attack detection 

over heterogeneous network environments. On the other 

hand, the available datasets collected from real 

environments contain mostly benign and a small portion 

of malicious traffic, where such imbalanced data would 
affect the effectiveness of model training. The past studies 

rarely discussed the implication of imbalanced data as 

well as data labeling. This study plans to fill up the above 

gaps by addressing the following research questions: 
 

 Develop an effective detection model that 

identifies anomalous traffic on heterogeneous 

IoT network environments? 

 How to train a detection model effectively with 

an imbalanced dataset? 

 How data labeling affects detection 

performance? 

 

The study implements an up-sampling technique to 
mitigate the impacts of an imbalanced dataset because 

training a machine learning (ML) model requires a 

balanced training dataset to build up an effective model. 

This study proposes a two-phase classification method to 

detect anomalies in heterogeneous network environments. 

In the first phase, it identifies the network protocol of the 

traffic and detects anomalies in the second phase by 

applying the LSTM model, where LSTM (Long Short-

Term Memory) is an improved artificial neural network 

architecture with feedback connections that can process 

single data points as well as sequences of data, such as 
time series traffic flows.  

 

The remainder of this paper is constructed as follows. 

Section 2 briefs the background knowledge and reviews 

the past research. Section 3 presents the proposed 

detection method, followed by the performance 

evaluation in Section 4. The last section draws the 

conclusion remark and the future directions of this study. 

 

 

 

 



IT in Industry, vol. 9, no.2, 2021                                                                                            Published online 25-Jul-2021 

10 

Copyright © Authors ISSN (Print): 2204-0595 

     ISSN (Online): 2203-1731 

2. LITERATURE REVIEW 
 

2.1. Healthcare Security 
 

The Health Insurance Portability and Accountability Act 

of 1996 (HIPAA) [9] is a federal law and national 

standard to protect sensitive patient health information 

from disclosure without the patient’s consent. The HIPAA 

Security Rule aims to protect information security, where 

entities including healthcare providers, health plans, 

healthcare clearinghouses, and business associates are 
required to comply with it. It is composed of five main 

elements: Administrative Safeguards, Physical 

Safeguards, Technical Safeguards, Organizational 

Requirements, and Policy, Procedure, and Documentation 

Requirements. To comply with the HIPAA Security Rule, 

all covered entities must do the following: (1) ensure the 

confidentiality, integrity, and availability of all electronic 

health information; (2) detect and safeguard against 

anticipated threats to the security of the information; (3) 

protect against anticipated impermissible uses or 

disclosures; (4) certify compliance by their workforce. 

 
Medical organizations are one of the critical 

infrastructures in a country. Hackers have targeted 

hospitals and clinics in these years as they are more prone 

to cyberattacks than other industries. Cyberattacks 

targeting medical organizations have seriously affected 

their daily operations and threatened patient’s safety. 

According to a survey [10], about 80% of ransomware 

aimed at medical organizations. A national-wide health 

cloud for exchanging medical records in the healthcare 

sector was compromised, and about 3 million personal 

records were stolen [11]. Hospitals were under 
cyberattacks globally causing serious data breaches [12]; 

many hospitals in Germany also suffered from 

ransomware campaigns [13].  

 

2.2. Anomaly Detection 
 

Intrusion detection systems (IDS) are one of the most 

common defense mechanisms against cyberattacks. Two 

common intrusion detection techniques: signature-based 
detection (SD) and anomaly detection, where a signature 

defines a pattern or string that corresponds to a known 

attack or threat and anomaly detection identifies 

misbehaviors based on a detection model. SD, aka 

knowledge-based detection, relies on the knowledge from 

known attacks or vulnerabilities and could not capture 

unknown attacks. Anomaly detection, aka outlier 

detection, identifies misbehaviors by differing them from 

the majority of normal users.  

 

A survey [14] study summarized the enabling IoT 

technologies in healthcare applications, such as cloud 

computing, big data, augmented reality, and wearable 

devices. A study [15] explored the security risks of IoMT. 

It illustrated the importance of security and privacy issues 
in healthcare by highlighting some IoMT attacks that 

compromised healthcare information systems and 

networks. To comply with HIPAA, a defense-in-depth 

strategy is recommended, where multiple layers of 

security are in place to protect against specific risks. 

Another review study [16] listed the IoMT security 

concerns for the strict ethical standards of the medical 

community including reliability, safety, and security. A 

study [17] proposed a framework that utilizes an open-

source IoT data generator tool to create benign and 

malicious IoT traffic for research, which could help in 
developing context-aware IoT security solutions for IoT 

healthcare environments.  

 

A study [8] developed a mobile agent based IDS to secure 

IoMT network and employed ML algorithms to detect 

IoMT anomalies, where the algorithms include SVM 

(Support Vector Machines), DT (Decision Trees), NBC 

(Naive Bayes Classifier), KNN (K-Nearest Neighbor), 

and RF (Random Forests) and DT yields the best overall 

performance. A study [18] developed an anomaly event 

detection model and evaluated the following ML 

algorithms: logistic regression, Gaussian naïve Bayes, 
KNN, SVM, DT, and RF, and concluded that the more 

recorded attack scenarios are used for training, the more 

robust the detection model is.  

 

As most detection models rely on supervised learning, a 

study [7] applied a semi-supervised fuzzy algorithm to 

detect anomalous IoT traffic. While most research applied 

deep learning algorithms to identify COVID-19 

phenomena from the data collected from IoMT devices, a 

study [19] pointed out that DL algorithms might be 

vulnerable to adversary attacks if they do not consider 
defensive models against adversarial perturbations.  

 

A study [20] converted the network traffic data into image 

form and trained a CNN model to detect IoTDDoS 

attacks. The above past research on IoT attack detection 

applied the internet traffic datasets to train and evaluate 

their methods, not IoT-specific data. Another study [21] 

applied the same method to detect DDoS attacks for CPS 

but more focused on telecommunication networks. A 

study [22] proposed an out-of-band communication 

channel to integrate these IoT devices in a CPS network 

to prevent man-in-the-middle attacks.  
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The introduction of IoMT to healthcare applications has 

made it possible to monitor patients’ health conditions 

remotely and provide proper diagnoses, which also 

creates high dimensional and prominent dynamicity of the 

traffic data involved in such systems [23]. Based on the 
above observation, the study showed that the healthcare 

attack detection method combining both network and 

biometric data as features performs better than one using 

only one of the two types of features.  

 

Another study [24] applied specification language 

formalisms to express the most recurring patterns of the 

IoT devices by adding a pre-selection stage that restricts 

the search for valid properties over the execution traces. 

The study assumed that the alerts were pre-labeled into 

physical and cyber domains given the knowledge about 
the protocols of the devices. The evaluation results show 

that alert correlation achieves better by dynamically 

adjusting the size of the alert windows. 

 

2.3. Machine Learning 

 

Various ML algorithms have been developed recently 

based on deep learning that exhibits remarkable 

capabilities in classification and clustering. Among them, 

supervised ML algorithms have been applied to anomaly 

detection. A classification task involves separating data 

into categories based on the information learned from the 
labeled training data, where each instance in the training 

data set contains one “target value” (i.e. class label) and 

some “attributes” (i.e. features or observed variables). The 

goal of a supervised learning algorithm is to build up a 

model that classifies or predicts the target values of the 

test data given only the test data attributes.  

 

A study [25] employed an SVM classification model to 

identify failures in wireless sensor networks and claimed 

that fault detection has to be precise to avoid negative 

alerts and rapid to limit loss. Comparing with other 
algorithms, their study indicated that SVM is efficient. 

Two past studies [26] [27] employed SVM to detect 

network anomalies and drew a similar conclusion that 

SVM achieves a better performance than the existing 

methods. 

 

Neural Network (NN) models are one of the most popular 

ML algorithms employed on anomaly detection, and 

researchers applied their improved models for better 

performance. A study [28] applied LSTM to learn the 

communication behaviors of two IPs and to capture 

outlier network traffic. Another study [29] adopted LSTM 
as well to identify HTTPS anomalies and employed a 

natural language model to extract features from domain 

names. The experimental results show that the LSTM 

classification model outperforms the RF model. Kim and 

Ho [30] employed CNN to extract spatial features and 

LSTM temporal characteristics and proposed an NN 

model for detecting anomalies on web traffic. 

 

3. PROPOSED METHODOLOGY 
 

According to the literature review, most cyberattacks 

involved network access, and the past research has 

demonstrated that ML techniques yield effective 

classification results and LSTM is suitable for time-series 

data. Therefore, this study employs an LSTM 

classification model to identify anomalies. 

 
To improve detection effectiveness, this study proposes a 

two-phase detection method, where the first phase 

categorizes the protocol type and the second phase applies 

an LSTM classification model to capture malicious 

traffic. Figure 2 outlines the proposed detection method. 

The raw traffic is captured from the network, and the 

module Preprocess converts the raw data into a readable 

form, removes noisy data, and combines the packet-based 

data into flows. The module Protocol Categorization 

classifies the protocol type for each flow traffic; the 

module Feature Selection extracts and encodes features 
for identifying anomalous behaviors; the trained detection 

model identifies malicious network traffic. 

 

 
 

Figure 2. The proposed system architecture. 
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3.1. Preprocessing 

 

The collected raw data from the network is in pcap form 

and is transformed into human-readable CSV form. Based 

on our preliminary study, an anomalous network action 
can be observed in a flow, not a packet, as a single packet 

might not exhibit any malicious intention, such as a 

packet containing opening or closing a TCP session. 

Therefore, this study considers anomalies in the flow-

base, so the module Preprocess combines the packet-base 

traffic data into flow form. 

 

3.2. Protocol Categorization 

 

The past research applied ML models [31-33] to classify 

network protocols. To identify anomalies in 
heterogenousnetworks, applying two ML models, one for 

classifying network protocols and the other for detecting 

anomalies, requires intensive computation and model 

training. Although the devices in a heterogeneous network 

communicate with others in a different protocol, it is 

reasonable to assume that the protocols applied within the 

network are known so that the security control of network 

monitoring can be operated.  

 

To improve time efficiency, this study categorizes the 

communication protocol used in a given packet based on 

its header information. Beside the most common TCP/IP 
protocol stack, Figure 4 illustrates another communication 

protocol commonly used in IoT networks, Modbus. Given 

the knowledge of the protocol formats and the valid range 

of each field in the headers, the module Protocol 

Categorization identifies the protocol by examining the 

header. For example, the length of the Modbus header is 

7, so the first 7 bytes are examined to see if they match 

the valid ranges of the Modbus header fields. In case a 

connection transmits over TCP/IP, such as Modbus over 

TCP/IP or Ethernet over TCP/IP, the TCP payload is 

extracted and then analyzed to classify its protocol type.  
 

 
 

Figure 4. The format of Modbus protocol. 

 

The selected feature set consists of the data fields from 

the headers of all the communication protocols used in the 

network, payload length, payload, and payload entropy. 

For the protocols over TCP/IP, the following TCP/IP-
related information is extracted: source IP, destination IP, 

destination port, packet count. For Modbus, the header 

fields: Transaction ID, Protocol ID, payload length, Unit 

ID, and Function Code are extracted.  

 

Table 1 lists the selected feature set. It contains two types 

of data: categorical and numerical data, where protocol 
type is categorical data and payload length and packet 

count belong to numerical. As ML models only work with 

numerical values, so categorical features need to perform 

a transformation before applying an ML model. 

Furthermore, for numerical data, this study applies data 

normalization to quantify the significance of the feature 

values. The applied feature encoding techniques are 

explained below. 

 

One-hot encoding is a common approach for encoding 

categorical features, which eliminates the order of a 
categorical variable. Therefore, this study applies one-hot 

encoding to transform categorical data into binary form. 

Table 2 illustrates a one-hot encoding transform, where 

each value in the field maps to a column of the encoding. 

 

Table 1. The proposed feature set. 
 

Type  Feature Description 

Categorical Source IP The source of the flow 

Destination IP The destination of the flow 

Ports The communication port 

Transaction ID 
The transaction ID of the 
Modbus packet  

Modbus 

Protocol ID 

The protocol ID of the 

Modbus packet 

Unit ID 
The destination ID of the 
Modbus packet  

Function Code 
The operation ID of the 
Modbus packet 

   

Numerical Flow size The size of the flow 

Packet count 
The number of packets in the 
flow 

Flow time During of the flow 

Payload size The length of the payload 

Payload 
entropy 

Shannon entropy of the 
payload. 

 

Table 2. One-hot encoding for protocol type. 

 
Protocol encoding 

TCP 100 

UDP 010 

ICMP 001 

 

For a numerical feature, this study adopts MinMaxScaler 

standardization approach that transformed the data by 

scaling it to a given range to preserves the shape of the 

original distribution. For each value in a feature X, 
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MinMaxScaler subtracts the minimum value in the feature 

and divides by the range, where the range is the difference 

between the original maximum and the original minimum 

of the feature. MinMaxScaler standardization is expressed 

in the following formula, where max and min stand for the 
maximum and minimum values of feature X, respectively, 

and Xstd is the standardized value of feature X ranging in 

0~1. 

𝑋𝑠𝑡𝑑 =
𝑋 −𝑚𝑖𝑛

𝑚𝑎𝑥−𝑚𝑖𝑛
 (1) 

 

3.3. Detection Model 
 

IoT devices mostly perform a fixed set of tasks, and some 

may be periodic, such as ECG or ICU patient monitoring 

system. Therefore, the communication contents contain 

stable and periodic data. The LSTM is suitable for 

learning time series and periodic patterns according to the 

literature review.  

 
Figure 5 illustrates the proposed three-layer LSTM 

detection model. A flow F(d, s)is represented as a vector, 

where d is the destination and s is the source of the flow. 

To detect if a given destination d is attacked, the flows 

sending to this destination are sorted in chronological 

order and denoted as F(d)1, F(d)2, …, F(d)n. To classify a 

flow F(d)i, the input of the proposed LSTM model 

includes the previous k flows along with this flow, and the 

output Yi is the detection result of flow F(d)i, where 

Yi{0,1} and k is set to 6 according to our preliminary 

experiment. 

 

The proposed model adopts binary cross-entropy for the 
loss function as it is a binary classifier. Cross-entropy loss 

increases because the predicted probability diverges from 

the actual label and penalizes misclassification greatly to 

build a good detection model. Most model learning 

optimizers are based on the stochastic gradient descent 

technique. RMSprop [34] uses an adaptive learning rate, 

instead of treating the learning rate as a hyper-parameter, 

and is suitable for learning a model from a big or 

redundant dataset. As the training data of this study 

containing repeated traffic patterns fits in the above 

description, this study adopts RMSprop for model 
optimization.  

 

 
 

Figure 5: The proposed LSTM detection model. 

 

4. PERFORMANCE EVALUATION 
 

This study designs the following evaluation to address the 

proposed research questions. 

 

 Experiment 1 evaluates different impacts to 

accuracy via different data balancing 
mechanisms. 

 Experiment 2 evaluates the effectiveness of the 

proposed two-phase classification model. 

 Experiment 3 evaluates the effectiveness of the 

proposed ML detection model. 
 

This research adopts accuracy, precision, recall, and F1 
score as performance measurements. Accuracy is the 

proportion of correct predictions among the total number 

of the examined cases; precision as known as positive 

predictive value is defined as the fraction of the true 

instances among the predicted instances; recall as known 

as sensitivity is the fraction of the total number of the 

correctly identified instances divided by the total number 

that were predicted to be positive instances; F1 score that 

combines precision and recall is the harmonic mean of 

precision to compare the two models in this study. 

 
Most healthcare datasets [35, 36] are biomedical data and 

lack network traffic data for IoMT cyberattacks. The past 

studies applied internet network traffic to evaluate their 

IoMT attack detection methods, which might not possess 

the IoT traffic characteristics. Therefore, this study adopts 

the datasets from multiple sources [37-39] and divides 

them into training and testing with the ratio of 8:2. The 

dataset source [37] contains multiple datasets that consist 

of regular traffic, system failure, command injection, data 

injection, reconnaissance, and DoS attacks. The dataset 

CSET [40] contains fake commands to the IoT devices, 

C&C traffic, and normal traffic. The 4SICS Geek Lounge 
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[39] contains different types of reconnaissance attacks 

including port scans, HTTP scans, and password guessing 

for SSH connection attempts. Table 2 summarizes the 

evaluated datasets. 

 
Table 2. Dataset description. 

 

 
 

4.1. Experiment 1: Imbalanced Data and Data 

Labeling 

 

Effective model training requires a balanced or better-

balanced class distribution. However, the majority of 
traffic in real-world network environments is benign; 

hence, the datasets collected from real environments are 

imbalanced, where the benign traffic makes up a majority 

class and the malicious makes up a minority class. 

Sampling is a process of resampling data, where up-

sampling is a process of increasing the sampling rate of a 

minority class and down-sampling reduces the sampling 

rate of a majority class.  

 

On the other side, the basic unit of data labeling is critical 

for resampling. Most research applied traffic data in the 
packet-base. Our preliminary study discovers that an 

anomalous network action can be observed in a flow, not 

a single packet, as some packet of a malicious network 

flow could be the same as one from a benign flow. For 

example, a beginning packet of establishing TCP 

connection contains no crafted payload. Therefore, this 

study considers anomalies in the flow-base to improve the 

detection performance.  

 

To verify the above assertions, Experiment 1 evaluates 

the performance of two resampling methods on mitigating 

the imbalanced data issue, where up-sampling applies 
SMOTE (Synthetic Minority Oversampling TEchnique) 

and down-sampling adopts Fourier method.  

 

The results are summarized in Table 3. Up-sampling is 

better than down-sampling, as ML model training requires 

a large amount of data, while downsizing reduces the 

training data size and might affect training efficiency. 

Resampling by flows outperforms that by packets, as 

resampling by packets might disturb the integrity of a 

flow. In summary, up-sampling by flows achieves the best 

performance. 

 

Table 3. The detection results of different resampling and 
data labeling. 

 

 Up-sampling 
by packets 

Down-
samplin

g by 
packets 

Up-
sampling 
by flows 

Down-
sampling 
by flows 

Accuracy 82.33% 75.99% 97.06% 85.72% 

Precision 85.94% 71.05% 94.85% 93.22% 

Recall 67.60% 79.43% 97.42% 79.88% 

F1 0.75675441
2 

0.75008
0771 

0.961211
631 

0.86034
9238 

 

4.2. Experiment 2: Effectiveness of the Two-phase 

Classification Method 

 

Based on our preliminary study, the protocol type is a key 

feature in the proposed detection model that identifies 

attacks in a heterogeneous network environment. Each 

communication protocol has its unique data format and is 

composed of different header data fields and a payload 

field. It is important to extract the correct feature values 

from a given protocol as an incorrect feature would result 

in wrongful detection. To verify the above assertion, 
Experiment 2 evaluates the performance of the proposed 

classification model with and without protocol 

categorization, and Table 4 presents the experimental 

results. The two-phase classification model achieves 

better performance, as the selected features could capture 

the attributes of the misbehaviors of each protocol better.  

 

Table 4. The detection results with and without protocol 

categorization. 
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4.3. Experiment 3: Performance Evaluation of the 

Detection Model 

 

The past research [41] applied SVM at Morris dataset for 

anomaly detection which considers anomalies as outliers, 
yielding 98.13% of accuracy rate, 96.12% of recall, 

98.03% of precision rate, and F1 score 0.9707. Another 

anomaly detection work [37] adopted a CNN model and 

achieved 99.13% of accuracy rate, 98.12% of recall, 

99.03% of precision rate. The above ML models from the 

past research achieve great performance but were 

evaluated with a single data set. Experiment 3 compares 

the proposed model with the above two models by 

applying multiple datasets to evaluate the performance of 

the proposed system over diversified network scenarios. 

The above two models are trained in the same process as 
performed in the proposed model: up-sampling the 

datasets by flow data labeling. Table 5 summarizes the 

comparison results and indicates that the proposed LSTM 

model outperforms the other two detection models. 

 
Table 5. The detection results of different detection models. 

 
 LSTM SVM CNN 

Accuracy 97.06% 92.45% 91.59% 

Precision 94.85% 89.60% 93.84% 

Recall 97.42% 90.43% 92.74% 

F1 0.961211631 0.900146829 0.89775075 

 

5. CONCLUSION 
 

The deployment of IoT has made healthcare network 

infrastructure complicated and vulnerable. Therefore, 

most healthcare organizations have faced IoT-focused 

cyberattacks. Cyberattacks on the healthcare sector would 

cause catastrophic damage, and even worse patient safety 

may be threatened in case critical infrastructure is 

compromised.  

 
This study proposes a two-phase ML-based anomaly 

detection model to capture malicious network behaviors 

in heterogeneous IoT network environments. To improve 

the detection performance, the proposed method first 

categorizes the protocol types of traffic flows and then 

identifies the anomalies of each protocol type. Such a 

two-phase approach reduces model training time as well 

as improves detection efficiency in heterogeneous 

network environments.  

 

Most past research has focused on improving 

performance by experimenting with different ML models. 
This research highlights the impact of imbalanced training 

data and the basic unit of data labeling on model training 

that most ML models face. Besides that, this study 

demonstrates that up-sampling improves the efficiency of 

model learning and mitigates the impact of imbalanced 

data. The past studies identify malicious network traffic 

by per packet, while this study discovers that the basic 

unit of data resampling may affect detection performance 
and that per-flow yields better detection results.  

 

A modern healthcare network environment is a multi-

layered converged network that expands the attack 

surface. Defense-in-depth could enhance security in 

different layers. Further investigation could focus on how 

to integrate existing safeguard mechanisms with that 

defending IoT attacks. 
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